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Abstract—Despite the proliferating scholarship on technology-facilitated gender-based violence (TFGBV) in educational
settings, children in the early schooling years remain conspicuously absent from both theoretical formulations and empirical
investigations. Research has focused overwhelmingly on adolescent and adult populations, leaving the specific mechanisms of
vulnerability operative in younger learners, as well as the protective resources most proximate to their daily lives, inadequately
conceptualised. This paper identifies that gap as both analytically significant and practically urgent and argues that it cannot be
addressed without centering the parent-child relationship as the primary protective resource for this age group. Drawing on a
critical interdisciplinary synthesis of attachment theory, Bronfenbrenner's ecological systems model, Vygotsky's zone of
proximal development, and Livingstone's risk-opportunity framework, the paper develops the Home-Based Protective
Framework (HBPF): a four-component conceptual model integrating secure attachment as relational infrastructure, digital co-
engagement as scaffolded mediation, open risk communication as informational protection, and community-embedded
parenting support as structural enabler. The paper maps three developmentally specific vulnerability factors: concrete
operational cognition, incomplete bodily boundary formation, and attachment-dependent disclosure capacity, which position
young children as qualitatively distinct from adolescent populations in their TFGBV exposure. The HBPF is culturally anchored
in African communal family structures and Ubuntu ethics of collective child-rearing, challenging the implicit individualism of
Northern digital safety frameworks. The framework generates specific implications for school-family partnership design,
parental digital literacy programming, early childhood educator training, and the governance of device use across home-school
digital interfaces. HBPF represents a theoretically warranted and practically actionable foundation for an empirical research
programme addressing one of the most underserved intersections in the scholarship on digital violence, child development, and
educational equity.
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I. INTRODUCTION

HE rapid integration of digital technology into South African

primary schools has proceeded at a pace that has consistently

outstripped the development of protective infrastructure,
particularly for learners in the foundation and intermediate phases
(Grades R-6, broadly ages 5-12). National Department of Basic
Education initiatives, including the National Integrated ICT Policy
(2016) and the Gauteng e-Learning Project, have placed tablets and
internet-connected devices in the hands of young learners who
encounter not only curriculum content but also the full social landscape
of the internet, including its risks, long before the cognitive, social, and
emotional capacities necessary to navigate those risks have matured
(UNICEF, 2017; Livingstone et al.,, 2011). The consequences of this
mismatch are increasingly visible in school communities: foundation-
phase teachers report cases of digital grooming, unwanted sexual
messaging, and image-based harassment involving learners as young as
six and seven, yet neither the institutional frameworks designed to
address these harms nor the scholarly frameworks designed to theorise
them have kept pace with this reality (Smahel et al., 2020; UNICEF,
2019).

The specific scholarly gap this paper addresses is. The literature on
TFGBV in educational contexts, while growing substantially since
Henry and Powell's (2018) foundational review, has remained
concentrated on secondary school and post-secondary populations,
treating digital gender-based violence as fundamentally a problem of
adolescent and young adult peer relationships, perpetrated through
platforms and modalities that are assumed to require a degree of digital
literacy and social complexity not yet achieved by younger children.
This assumption is empirically false and theoretically untenable. The EU
Kids Online survey (Smahel et al., 2020) documents that 27% of children
aged 9-11 across 19 countries had encountered one or more forms of
online harm in the previous month, with rates in lower-income
countries, including several African nations participating in the Global
Kids Online project, consistently exceeding European averages
(UNICEF, 2019). The developmental vulnerability of the 5-12 age group,
precisely because it is underestimated, creates conditions of systematic
exposure without adequate protective response at the school,
community, or home level.

The absence of a theoretically coherent protective framework for this
age group is the conceptual problem this paper addresses. Among the
protective resources potentially available to young learners confronting
TFGBV risk, this paper argues that the parent-child relationship is both
the most proximate and the most systematically neglected in the TFGBV
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literature. For children between ages 5 and 12, the home remains the
primary digital environment: research across African contexts
consistently indicates that most children in this age range first access the
internet through family devices in domestic settings, mediated directly
or indirectly by a parental or caregiver figure (UNICEF, 2017; Lobe et
al., 2021). However, the scholarship on TEGBV in schools has largely
conceptualised protection as an institutional function, school policy,
teacher training, platform governance, leaving the home environment
and the relational dynamics within it undertheorised as protective
mechanisms. This paper argues that such a framing is not merely
incomplete: it misidentifies where TEGBV protection for young children
begins.

The HBPF developed in this paper addresses this misidentification
by constructing a theoretically integrated, culturally contextualised, and
practically actionable model of the parent-child relationship as the
primary first-line buffer against TFGBV for early schooling learners. The
paper proceeds as follows. Section 2 justifies and specifies the
conceptual research methodology. Section 3 develops the
interdisciplinary theoretical foundations of HBPF. Section 4 maps the
TFGBV risk landscape specific to early schooling populations, including
its developmental and contextual dimensions. Section 5 presents the
four-component HBPF model. Section 6 develops implications for
practice and policy. Section 7 concludes with the framework's scholarly
contributions and empirical research priorities.

II. OBJECTIVES OF THE STUDY

This study explores the contextual and developmental vulnerabilities of
children in early schooling to TEGBV in South Africa and sub-Saharan
Africa. It develops a theoretically integrated HBPF that positions the
parent-child relationship as a protective buffer against TFGBYV,
particularly in educational contexts among young learners, and
discusses the implications of the HBPF for school-family partnerships,
parental digital engagement, educator learning, and digital safety policy
in early childhood settings.

III. METHODS

This paper employs a conceptual research methodology, defined by
Jabareen (2009, p. 50) as a mode of scholarly inquiry that "aims to
construct and analyses concepts and their interrelations" through
critical synthesis of existing knowledge, theoretical elaboration, and
normative argumentation, rather than through primary data collection.
Conceptual research is the appropriate methodology for the present
inquiry because the intersection of TFGBV, early childhood education,
and parent-child protective relationships constitutes an under-
theorised domain in which the primary scholarly task is not data
generation but conceptual clarification, cross-disciplinary connection,
and the construction of an integrated framework. As Leshem and
Trafford (2007) observe, conceptual frameworks do not merely organise
existing knowledge; they reorient the questions that empirical research
can meaningfully ask. The HBPF is offered as such a reorientation.

The methodology unfolds through three structured moves. The firstis a
critical interdisciplinary literature review, distinguished from a
descriptive summary by its explicit engagement with theoretical
tensions, empirical inconsistencies, and contextual specificities across
the bodies of knowledge it synthesises. The review spans
developmental  psychology  (attachment  theory,  cognitive
developmental theory, parent-child communication), digital parenting
scholarship, TFGBV research, child online safety studies, and ecological
systems theory. Source selection prioritised peer-reviewed publications
in high-impact journals indexed in Scopus and Web of Science, as well
as reports from authoritative bodies, including UNICEF and the EU
Kids Online research consortium. Particular attention was paid to
literature generated within or directly applicable to African and sub-
Saharan contexts, given that the dominant body of child online safety
research has been produced in Northern European and North American
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settings whose socioeconomic conditions, family structures, and
cultural norms differ substantially from those shaping parenting
practices across southern Africa (Lobe et al., 2021; UNICEF, 2019).

The second methodological move is theoretical integration. Four
theoretical traditions are brought into productive tension rather than
merely  juxtaposed:  Bowlby's  (1988)  attachment theory,
Bronfenbrenner's (1979) ecological systems framework, Vygotsky's
(1978) zone of proximal development, and Livingstone's (2009) online
risk-and-opportunity model. The integration is substantive rather than
ornamental: each tradition is interrogated for what it contributes to
understanding TFGBV protection that the others cannot supply, and the
boundaries of each are tested against the specific conditions of early
childhood digital experience. This produces what Anfara and Mertz
(2015) call a "working theoretical framework", not a synthesis that
resolves tensions between traditions, but one that uses those tensions
productively to generate analytical insight unavailable to any single
tradition.

The third move is the construction of the framework, developed
inductively from theoretical integration and literature synthesis. The
HBPF is presented as theoretically warranted and empirically grounded
in adjacent literatures; its prospective validation through empirical
research in South African and broader sub-Saharan African school
communities is identified as the primary research priority this paper
seeks to catalyse. A key limitation acknowledged here is that the HBPF's
conceptual claims, while well-supported by existing empirical research
in adjacent domains, await direct empirical testing in the specific early
childhood and African contexts for which they are designed. This
limitation does not diminish the framework's scholarly contribution; all
major protective frameworks in child online safety, including
Livingstone's own, began as conceptual formulations, but it sets a clear
agenda for subsequent research. The paper employs a conceptual
research methodology that does not involve human participants, formal
ethical approval is not required. However, ethical research principles
were strictly adhered to. Sources were accurately cited, and credible,
peer-reviewed literature was used to avoid misrepresentation. Hence,
future empirical studies based on HBPF will require institutional ethical
clearance, particularly when they involve children and vulnerable
populations.

IV. THEORETICAL FRAMEWORK

Attachment theory: Relational architecture of protection

Bowlby's (1988) attachment theory holds that the quality of the
primary caregiver-child bond, evaluated along dimensions of security,
consistency, emotional availability, and responsiveness to distress,
constitutes the developmental scaffolding within which all subsequent
social, emotional, and cognitive capacities are constructed. The theory's
central contribution to TFGBV protection lies in its account of the
internal working model: the representational schema of self, other, and
relationship that a child constructs from repeated interactions with
attachment figures, and that subsequently governs how the child
interprets and responds to social experience, including digital social
experience (Bowlby, 1988, p. 130). A child whose internal working
model encodes the attachment relationship as safe, responsive, and
trustworthy is demonstrably more likely to disclose experiences of
distress, including digital harm, to that attachment figure; more capable
of recognising and naming conduct that violates appropriate relational
boundaries; and more resistant to the shame-induction strategies that
digital abusers employ systematically to prevent disclosure (Prior &
Glaser, 2006).

Ainsworth et al.'s (1978) elaboration of four attachment patterns,
secure, anxious-ambivalent, anxious-avoidant, and disorganised,
illuminates differential vulnerability with precision that generic digital
safety frameworks cannot approximate. Children with anxious-
ambivalent attachments, characterised by heightened vigilance to
abandonment and heightened need for social approval, are significantly
more susceptible to online grooming dynamics that exploit these
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relational needs through incremental trust-building. Avoidantly
attached children's systematic suppression of distress is precisely the
psychological mechanism that grooming perpetrators rely upon these
children's non-disclosure is not passivity but an internalised relational
strategy that renders TFGBV invisible to protective adults. Disorganised
attachment, associated with caregiving that is simultaneously a source
of threat, produces the compound vulnerability of disrupted self-
regulatory capacity alongside impaired trust, conditions that digital risk
environments are structured to exploit.

Khurana et al.'s (2015) empirical study, conducted with a large
sample of adolescents across three waves, found that attachment
security was among the strongest predictors of both risky online
disclosure behavior and non-disclosure of victimisation, outperforming
parental monitoring intensity, internet restriction measures, and general
risk-taking propensity as predictors. The developmental logic of this
finding is particularly compelling for children in the 5-12 range, whose
attachment relationships are more determinative of social and
psychological functioning than at any subsequent developmental stage.
Critically, Yardi and Bruckman (2011) established in their qualitative
study of parent-teen digital relationships that the quality of the parent-
child relationship, specifically, whether children perceived parental
responses to digital disclosures as punitive or supportive, predicted
whether subsequent online harms were reported to parents, a finding
whose implications for the present framework are foundational.

Bronfenbrenner's ecological systems framework: Home as
protective microsystem

Bronfenbrenner's (1979) ecological systems theory provides the
structural architecture for understanding TFGBV risk and protection as
distributed across nested environmental systems rather than located
within individual children or isolated family practices. The microsystem
the immediate setting of the home generates TFGBV-relevant protective
or risk conditions through four structural features: the physical
organisation of device access (shared family spaces versus private
bedrooms), the temporal governance of digital engagement (structured
routines with clear start and end times versus unstructured and
unlimited access), the communicative norms governing whether digital
experience is shared with adults, and the extent of adult co-presence
during children's online activity. Livingstone et al.'s (2011) EU Kids
Online findings demonstrate that each of these microsystemic features
is independently associated with measurable differences in online
victimisation rates: shared device spaces reduce grooming risk by
limiting private channels; consistent governance reduces unmonitored
access windows; open communicative norms increase disclosure rates;
and high parental co-presence allows real-time identification of
concerning encounters.

The mesosystem, the quality of communication and functional
collaboration between home and school, is the ecological level at which
the HBPF's fourth component operates. Bronfenbrenner's framework
emphasises that risks spanning multiple microsystems, as TFGBV
characteristically does in the contemporary digital environment, cannot
be adequately addressed within any single system. A child who
discloses digital harm at home but whose parents have no established
communicative relationship with the school cannot access institutional
protective resources; a school that identifies TFGBV indicators but has
no mechanism for alerting parents cannot mobilise the child's most
immediate protective relationship. The absence of an effective home-
school mesosystem is, from an ecological perspective, itself a structural
risk factor, one that HBPF’s design specifically addresses.

Within the South African context, the mesosystem is complicated by
several structural conditions: linguistic heterogeneity between home
and school environments, the geographic inaccessibility of parent
engagement events for families in peri-urban and rural areas, and the
digital literacy differentials between school-employed personnel and
parental populations whose formal education may not have included
digital competency development. These conditions do not invalidate the
mesosystem's protective potential. However, they specify the design
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requirements for home-school collaboration mechanisms that can
function across these inequalities, a specification that the HBPF's fourth
component is designed to address.

Vygotsky's zone of proximal development: Scaffolded digital
safety competency

Vygotsky's (1978) zone of proximal development (ZPD), the
developmental space between what a learner can accomplish
independently and what they can achieve with the support of a more
capable other provides the pedagogical foundation for distinguishing
between digital safety approaches that produce durable competency
development and those that produce compliance without
internalisation. Applied to the domain of children's online safety, the
ZPD framework establishes that a child's capacity to recognise, avoid,
and respond appropriately to digital risks is not a fixed individual
attribute determined by age or cognitive stage alone, but a
developmental competency cultivated most effectively through guided
co-exploration with more experienced navigators (Plowman & Stephen,
2007). The scaffolding relationship, characterised by adult modelling,
guided practice, graduated withdrawal of support, and metacognitive
commentary, is precisely what digital co-engagement between parent
and child provides and what technological parental controls
systematically cannot.

This is the framework's central challenge to the dominant paradigm
of child digital safety, which relies on technological restrictions. Content
filters, parental control applications, and screen-time management
software address digital risk through restriction rather than through
competency development. They cannot model the critical reasoning
through which a child learns to evaluate the trustworthiness of an online
contact; they cannot provide the emotional scaffolding through which a
child learns to name and report discomfort; and, as Yardi and Bruckman
(2011) established empirically, they do not reduce actual online risk
exposure because children acquire circumvention strategies for
technical restrictions more rapidly than parents update those
restrictions. The ZPD framework supports the HBPF's contention that
qualitative co-engagement, presence, dialogue, and modelling are both
developmentally more appropriate and empirically more protective
than quantitative monitoring for children in the early schooling years.

Livingstone's risk-opportunity framework: Navigating the
protection paradox

Livingstone's (2009) framework for understanding children's online
experience establishes a structural relationship between online risk and
online opportunity that is not accidental but constitutive: the same
features that generate the greatest risks, open connectivity, interactive
content, and low barriers to contact are the features that generate the
greatest educational, social, and creative opportunities. Livingstone and
Helsper's (2010) subsequent empirical work confirmed that children
who use the internet for the broadest range of activities, including those
with higher risk profiles, develop the greatest range of digital skills and
safety competencies, while children with the most restricted internet
access develop neither risk nor competency. The practical implication is
uncomfortable for parenting paradigms oriented around restriction: the
most risk-minimised digital childhood is simultaneously the most
developmentally constrained, producing a protection paradox that no
restriction-centered framework can resolve.

The HBPF navigates this paradox by reframing protection not as the
maximisation of restriction but as the development of relational,
communicative, and competency resources that enable children to
engage with the opportunities afforded by digital connectivity while
being buffered against its harms. This reframing is consistent with the
empirical evidence: Smahel et al.'s (2020) EU Kids Online 2020 survey
found that active parental mediation, characterised by co-use,
discussion of online experience, and encouragement of digital
exploration, produced better safety outcomes across all measured harm
categories than restrictive mediation alone, while simultaneously
preserving children's access to the developmental benefits of digital
engagement. The risk-opportunity framework thus provides the
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normative architecture within which the HBPF's emphasis on
qualitative engagement over surveillance-based restriction is
empirically warranted.

TFGBYV in early schooling: Risks, contexts, and developmental
specificity

Prevalence and forms of TFGBV among young learners

The empirical literature on TEGBV in children aged 5-12 remains less
extensive than that on adolescent populations, but available evidence is
both substantial and sobering. Smahel et al.'s (2020) EU Kids Online
2020 survey, the most comprehensive cross-national dataset on
children's online experiences, found that among children aged 9-11
across 19 countries, 27% had encountered at least one form of online
harm in the previous month. In African contexts, UNICEF's (2019) State
of the World's Children supplement on digital inclusion documents that
children in lower-middle income countries, the category in which South
Africa falls despite its upper-middle income classification, consistently
encounter higher rates of online harm than their European counterparts,
partly because of lower levels of parental digital literacy and partly
because of the higher prevalence of shared device use, which reduces
the physical and temporal separation between children and
unmonitored online contact.

The specific TEGBV forms most prevalent among early-schooling
populations can be organised into four categories. Digital grooming, the
systematic cultivation of a child's trust through gaming platforms,
messaging applications, and social media chat functions for purposes of
sexual exploitation or abuse is documented by Whittle et al.'s (2013)
review as disproportionately targeting children in the 8-12 age range,
precisely because children at this stage have sufficient digital
independence to encounter grooming contexts but insufficient
boundary vocabulary and abstract reasoning to identify and resist
grooming dynamics. Unwanted sexual content exposure, including age-
inappropriate images and videos circulated through peer networks and
gaming communities accessible on inadequately governed shared
devices, is reported by 13% of 9-11-year-olds in the EU Kids Online
dataset (Smahel et al., 2020). Image-based abuse, the non-consensual use
of children's photographs, including school photographs and images
shared in educational contexts, in derogatory or sexualised online
spaces, is documented by Powell et al. (2020) as affecting younger
children at rates substantially underestimated by studies that rely on
self-report disclosure, given younger children's limited capacity to
recognise image misuse as a form of harm. Gender-coded cyber
exclusion, replicating and amplifying the gendered social hierarchies of
the physical playground within digital social spaces, is identified by
Kowalski et al.'s (2014) meta-analysis as beginning significantly earlier
than previously recognised, with documented cases in children as
young as seven.

Developmental vulnerability factors specific to the 5-12 age group

Three developmental vulnerability factors position children in the
early schooling years as qualitatively distinct from adolescent TEGBV
populations in ways that existing frameworks, designed for older
learners, cannot adequately capture.

The first is the cognitive developmental stage. Children aged 5-12
operate predominantly within what Piaget (1952) termed concrete
operational cognition: reasoning that is literal, context-bound,
dependent on perceptible features, and limited in its capacity for
abstract inference and hypothetical thinking. This cognitive profile
creates specific vulnerabilities in digital environments designed to
exploit precisely these limitations. Digital grooming succeeds partly
because its incremental boundary-erosion strategies require the victim
to recognise a long-term pattern of conduct across multiple interactions,
a form of abstract pattern recognition that children in concrete
operational cognition are structurally less equipped to perform (Whittle
etal., 2013).

The permanence of shared digital images, a concept that requires
abstract reasoning about future contexts, is genuinely opaque to
children who reason concretely about present circumstances. Online
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contacts cannot be assessed through the bodily and contextual cues that
children at this stage rely upon for social evaluation, creating a
verification deficit with direct implications for grooming vulnerability.
The second vulnerability factor is the developmental stage of bodily and
relational boundary formation. Children in the early years of schooling
are actively constructing their understanding of bodily autonomy,
private information, and the distinction between appropriate and
inappropriate adult conduct. Developmental psychologists identify this
boundary construction as a normative process that extends through
middle childhood, creating a period during which children's incomplete
boundary vocabulary and developing concept of appropriate adult
behaviour make them systematically more susceptible to the
incremental boundary erosion through which grooming perpetrators
operate (Prior & Glaser, 2006). The challenge is not simply that children
lack safety knowledge, though they do, but that the developmental
concepts necessary to make that knowledge actionable are still forming.
The third factor, and the one most directly relevant to HBPF, is the
attachment-dependent character of younger children's disclosure
capacity. Research by Katz et al. (2012), conducted with a sample of 95
children aged 4-13 who had undergone investigative interviews about
abuse experiences, established that younger children's disclosure of
harmful experiences was significantly more strongly predicted by the
perceived supportiveness of their relationship with the adult
interviewer than was the case for older children. In the parenting
context, this finding suggests that for children aged 5-12, the quality of
the attachment relationship with a parent or caregiver is not merely one
of several factors influencing TFGBV disclosure; it is the dominant
predictor. A child who does not experience their parent as a non-
punitive, emotionally available recipient for disclosures of confusion or
distress is a child who will not disclose TFGBV, regardless of what
digital safety content they have been taught in school.

Home-school digital interface as a TFGBV risk environment

A structurally distinctive feature of TFGBV risk in early schooling
populations is the permeability of the boundary between home and
school digital environments. The same devices, tablets, smartphones,
and entry-level laptops - are deployed for both educational and social
digital purposes. South African government e-learning initiatives have
distributed devices to foundation-phase learners that, by design, enable
internet connectivity and access to social and gaming platforms beyond
the educational content for which they were issued. Learning
management systems and school communication platforms, parent-
teacher WhatsApp groups, school email accounts, and class
management applications are accessed from home on personal devices
without consistent moderation. Educational gaming platforms connect
young learners to social communities whose membership and conduct
are ungoverned by the educational authority that introduced the
platform.

This permeability creates risk environments that neither school
governance structures nor parental oversight at home can adequately
address when operating independently. It also generates specific
categories of TFGBV risk that are structurally produced by the home-
school interface itself: school communication platforms that expose
children and families to peer harassment in spaces where responsible
adults are nominally present but practically absent from moderation;
homework systems requiring student photographs or home location
data that generate digital profiles of young children whose misuse
extends well beyond the educational context; and class social media
groups that migrate the social dynamics of the playground, including
its gendered hierarchies and exclusionary conduct into an ungoverned
digital space accessible around the clock. This structural analysis
motivates the HBPF's insistence on mesosystemic school-family
collaboration as a necessary feature of effective TEGBV protection for
this age group.

Home-based protective framework

HBPF is a four-component conceptual model that repositions the
parent-child relationship, its attachment quality, digital co-engagement
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character, communicative openness, and embeddedness in community
support structures as the primary protective architecture against
TEGBV for early schooling learners. The framework operates across
home and school environments, positions parents as active protective
agents rather than passive recipients of institutional information, and
centres relational and developmental dimensions of protection over
technological or surveillance-based approaches. The four components
are structurally interconnected: secure attachment is the developmental
foundation that makes all other components functional; digital co-
engagement translates that attachment security into specific digital
safety competency; open risk communication converts competency into
actionable knowledge and disclosure readiness; and community-
embedded support ensures equitable access to the first three
components across socioeconomic and literacy gradients.

Component one: Secure attachmment as relational foundation

The foundational HBPF component argues that TEGBV protection
for early schooling learners does not begin with digital rules, content
filters, or online safety curricula. It begins with the quality of the
attachment relationship that determines whether a child, upon
encountering something threatening or confusing in a digital
environment, will bring that experience to an adult or carry it alone. This
distinction between children who disclose and children who do not is
the most consequential single variable in TFGBV prevention for young
children, and it is determined more by attachment quality than by any
other factor in the available research (Katz et al., 2012; Prior & Glaser,
2006).

Practically, this component involves cultivating what Siegel and
Hartzell (2003) term mind-minded parenting: engagement with
children's inner emotional states, not merely their behavioral
compliance, fostering empathic attunement that children experience as
understanding rather than surveillance. In the digital context, mind-
minded parenting means attending to the emotional quality of
children's digital experiences, their excitement, disappointment,
confusion, and fear, and responding to those states as data about the
child's inner world rather than as occasions for rule enforcement. The
component's most specific practical requirement is the cultivation of
disclosure-positive relational environments: parental responses to
children's digital disclosures must be consistently non-punitive,
emotionally regulated, and focused on the child's well-being rather than
on parental distress about risk exposure or anger about rule violations.
Livingstone et al.'s (2011) findings are unambiguous on this point:
punitive parental responses to digital risk disclosures are the strongest
single predictor of subsequent non-disclosure, producing the
informational blackout that is the condition most favorable to sustained
TEGBV.

Component two: Digital co-engagement as scaffolded protection

The second component operationalises the ZPD framework within
the digital parenting context. Digital co-engagement - the active, joint
participation of parents and child in digital activities is distinguished
from two inadequate alternatives: permissive non-involvement, in
which parents are absent from children's digital experience, and
restrictive technological monitoring, in which parental presence takes
the form of surveillance tools rather than relational engagement. Co-
engagement positions the parent as a present, responsive co-navigator:
exploring platforms collaboratively, naming and discussing content
encountered, modelling critical evaluation of online contacts and
information, and building a shared experiential foundation from which
TFGBYV risk conversation can proceed.

Livingstone and Helsper's (2010) empirical work on parental
mediation found that active mediation, combined with co-use, produces
significantly better online safety outcomes than restrictive mediation
alone across both risk-reduction and skill-development dimensions.
This finding has been replicated in the EU Kids Online 2020 dataset
(Smabhel et al., 2020) and in the Global Kids Online research in African
contexts (Lobe et al., 2021). For early schooling children specifically, co-
engagement is the developmentally appropriate mediation strategy
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because it operates within the ZPD, providing scaffolded support
through which digital safety competency is progressively internalised.
Practical dimensions include joint platform exploration before
independent use; co-play and co-creation as collaborative partnership
rather than supervisory oversight; and collaborative family rule-making
through dialogue rather than unilateral imposition, cultivating the
internalised norms that persist when the parent is physically absent.

Component three: Open risk communication as informational
protection

The third component addresses the informational deficit that
attachment security and digital co-engagement alone cannot fill:
children who are securely attached and digitally co-engaged but who
have never been given age-appropriate vocabulary to name digital
grooming, image-based harassment, or unwanted sexual contact remain
more vulnerable than those whose secure attachment relationship has
also served as the vehicle for TEGBV-specific risk education. Open risk
communication is the mechanism through which the relational capacity
generated by Component One and the experiential knowledge
generated by Component Two are translated into actionable protective
knowledge and disclosure readiness.

Effective open risk communication requires three parental capacities.
First, digital TFGBV literacy: parents need to know what forms of
TFGBYV are most prevalent in young children's online experience, what
behavioural indicators are associated with grooming, and what
reporting pathways are available in the South African context, including
the Film and Publication Board's online reporting mechanism and the
South African Police Service's Family Violence, Child Protection and
Sexual Offences units. Second, developmental communication
competency: the ability to discuss digital risks in ways calibrated to a
child's cognitive and emotional stage, informing without traumatising,
and building risk recognition without inducing avoidance. Third, and
most critically in the southern African context, cultural responsiveness:
the norms, language, and relational conventions through which digital
safety conversations are conducted must be culturally situated rather
than imported wholesale from Northern European or North American
frameworks that assume different family communication styles,
different child-adult relational hierarchies, and different levels of
parental digital experience (Lobe et al., 2021). Katz et al.'s (2012) core
finding, that the strongest single predictor of a child's willingness to
disclose abuse is having been explicitly told by a trusted adult that
disclosure is appropriate, safe, and will be received without blame,
specifies the minimum standard that open risk communication must
meet.

Component four: Community-embedded parenting support as a
structural enabler

The fourth component acknowledges the central limitation of
frameworks that locate TFGBV protection exclusively within the
parent-child dyad: the protective capacities of the first three
components are not equally accessible to all parents. Poverty,
demanding work schedules, parents' own limited digital experience,
mental health challenges, domestic violence, and the absence of social
support networks directly constrain access to the attachment security,
co-engagement time, and risk communication competency that the
HBPF requires. A framework that theorises these components without
addressing their unequal distribution risks becoming a deficit model
that pathologises economically marginalised families while remaining
silent about the structural conditions that constrain their protective
capacity.

The fourth component addresses this through the concept of
community-embedded parenting support, grounded explicitly in the
Ubuntu philosophical tradition of collective child-rearing: the
understanding, articulated by Metz (2007) and Gasa and Kpum (2026),
that child welfare is not a private domestic responsibility but a
communal one shared across extended kin networks, neighbourhood
communities, religious institutions, and civic organisations. In the
context of TEGBV protection, Ubuntu ethics holds that developing the
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parenting capacities necessary to protect children from digital harm is a
community project rather than an individual assignment. Practically,
this component involves: school-based parental digital literacy
programmes delivering TEGBV risk knowledge in culturally accessible,
practically focused, and non-stigmatising formats; community peer
support networks drawing on South Africa's tradition of collective
mutual support; structured school-family communication channels
providing parents with timely digital safety information about their
child's educational digital environment; integration of extended family
members, grandparents, aunts, uncles, and community elders who play
documented co-protective roles in South African family structures
(Waterhouse & Bennett, 2024) as recognised participants in the HBPF's
protective architecture; and school-community partnerships modelled
on Epstein's (2001) six-type framework, adapted for the specific
conditions of the South African schooling context.

V.IMPLICATIONS FOR PRACTICE AND POLICY

School-family partnership programmes

HBPF challenges the dominant model of school-family digital safety
partnership, in which schools transmit information to parents through
newsletters and assemblies, and parents are positioned as passive
recipients of expert-generated content. This model fails on two grounds.
It misidentifies the locus of expertise: parents possess knowledge of
their own child's relational world, digital habits, and emotional
responses that no school document can replicate, and this knowledge is
the irreplaceable foundation of effective TFGBV protection. It also
misidentifies the appropriate unit of intervention: digital safety content
transmitted to parents does not strengthen the relational and
communicative capacities that HBPF identifies as the operative
protective mechanisms. Schools should redesign parent engagement
around building these capacities directly, through structured
attachment-supportive communication workshops (Component One);
hands-on digital co-engagement laboratories where parents practise
joint platform navigation in supported school settings (Component
Two); culturally adapted TFGBV risk communication training that
equips parents for developmentally appropriate digital safety
conversations in home languages (Component Three); and facilitated
community peer networks that extend protective capacity across the
school community (Component Four).

Early childhood educator training

For teachers in the foundation and intermediate phases, the HBPF
entails training in three areas that are currently absent from South
African initial teacher education programmes. First, teachers need the
capacity to identify indicators of attachment insecurity, inadequate
parental digital literacy, and insufficient home-based risk
communication that place specific learners at elevated risk of TFGBV.
Second, they need knowledge of the home-school communication
processes through which identified concerns can be transmitted to
parents in ways that are supportive rather than accusatory and
actionable rather than merely informative. Third, foundation-phase
teachers need sufficient TFGBV-specific knowledge to identify early
grooming indicators in children's digital behaviour and to serve as
knowledgeable partners in the school-family communication that HBPF
requires. The South African Council of Educators (SACE) continuing
professional development framework provides the institutional
mechanism through which TFGBV-specific professional development
could be delivered at scale.

Digital governance in early childhood educational settings

The HBPF's analysis of the risks of home-school digital interfaces
carries specific implications for the governance of digital technology in
South African primary schools. Device policies in the foundation phase
should explicitly address the dual-use nature of school-issued devices,
establishing clear guidelines on platform access outside educational
hours and mechanisms to inform parents about the digital
environments to which school devices connect their children. School
communication platforms, including WhatsApp groups and class
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management applications, should be governed by explicit protocols
developed in collaboration with the parent community rather than
adopted by default. Educational gaming platforms should be assessed
for the social contact risks they generate alongside their pedagogical
value before being recommended for home use by young learners.

VI. SCHOLARLY CONTRIBUTIONS

Contributions to literature

This paper makes three substantive contributions to the scholarship
on TEGBYV, child online safety, and educational protective frameworks.
The first is the identification of early-schooling children (ages 5-12) as a
distinct TEGBV population requiring theoretically specific attention. By
delineating three developmental vulnerability factors - concrete
operational cognition, incomplete boundary formation, and attachment-
dependent disclosure capacity- the paper establishes that young
children are not simply less sophisticated versions of adolescent TEGBV
victims but a qualitatively distinct population whose protection requires
different theoretical frameworks and different practical interventions.
This directly advances the field beyond its current adolescent-centric
orientation.

The second contribution is the HBPF itself, which represents a novel
theoretical integration not previously achieved in the TEGBV or child
online safety literature. By bringing Bowlby's attachment theory,
Bronfenbrenner's ecological systems framework, Vygotsky's ZPD, and
Livingstone's risk-opportunity model into productive dialogue around
a single protective problem, the paper demonstrates that these
traditions are not merely individually applicable to aspects of the
problem but mutually illuminating when combined, each tradition
exposing blind spots in the others. This integration is the paper's most
distinctive scholarly contribution, and it advances each contributing
tradition by demonstrating its collective application to a domain that
none has previously addressed in an integrated manner.

The third contribution is the framework's explicit contextualisation
within African communal family structures, Ubuntu ethics, and the
socioeconomic realities of digital access in sub-Saharan Africa. The child
online safety literature has been overwhelmingly generated in Northern
European and North American settings and tends implicitly to assume
nuclear family structures, relatively high levels of parental digital
literacy, and individualist ethics of child-rearing. HBPF's fourth
component challenges each of these assumptions systematically, and in
doing so advances a Global South perspective that is both scholarly,
offering theoretical resources unavailable to frameworks premised on
Northern conditions, and practically necessary, given that the vast
majority of the world's children live in contexts the dominant literature
does not adequately represent. This contribution aligns with the
growing call for decolonial approaches in child protection research
(Gasa & Kpum, 2026; Metz, 2007) and positions HBPF as a contribution
to that project, specifically within the domain of digital child safety.

Limitations and future research directions

The HBPF's primary limitation is the one inherent in all conceptual
frameworks: its claims are theoretically warranted and supported by
adjacent empirical literatures but await direct validation in the specific
early childhood and African schooling contexts for which they are
designed. Three research directions are most urgent. First, an empirical
investigation of the HBPF's four components as protective factors
specifically within South African and sub-Saharan African school
communities, using both quantitative survey methods calibrated to the
South African digital parenting context and qualitative methods that
capture the cultural specificities of parent-child digital communication
across diverse language and cultural communities. Second, intervention
research testing school-based programmes designed to strengthen
parents' attachment-supportive communication, digital co-engagement,
and TEGBYV risk-communication competencies, with evaluation designs
that measure both process fidelity and child-level protective outcomes.
Third, comparative research across different African national contexts
to assess how variations in digital infrastructure, family structure,
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cultural communication norms, and schooling policy shape the HBPF's
applicability and require its adaptation.

VII. CONCLUSION

The central claim this paper advances is neither complex nor
comfortable: the most powerful protective mechanism against
technology-facilitated gender-based violence available to South African
children in the early schooling years is not a content filter, a school
safeguarding protocol, or a digital safety curriculum. It is the
relationship between a child and a trusted adult who asks what
happened on the tablet today, who listens without alarm to whatever
the child reports, who knows the platforms their child uses because they
have explored them together, and who has already given that child the
words to name the uncomfortable message that arrived last Tuesday.
Scholarship, policy, and institutional practice that design around this
relationship rather than within it are not merely missing an opportunity;
they are identifying the problem.

HBPF is a conceptual beginning, not a finished edifice. Its validation
through empirical research in South Africa and the broader African
context is the urgent priority this paper seeks to catalyze. What the
framework establishes is the conceptual case: that protective investment
in the quality, communicative openness, and digital co-engagement
character of parent-child relationships is the most proximately
available, most contextually sensitive, and most developmentally
appropriate form of TEGBV prevention for early schooling children, and
that a scholarship which has largely overlooked this investment has left
its most vulnerable population without its most powerful protective
resource.
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